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When Identity Theft Gets Personal 
The rise of digital technology over the past two decades has brought about 
transformational changes in the way consumers behave and businesses operate. 
Businesses can run from any location, and employees can work from anywhere, 
at any time, on nearly any type of device. Information is ubiquitous, with 
professionals in every industry having instant access to information that helps 
them work more intelligently and efficiently.

Yet with the digital world comes vulnerability: the risk of sensitive information 
falling into the wrong hands. The availability of Personally Identifiable Information 
(PII) has never been more widespread, thus putting individuals — and their 
identities — at increasingly higher risk of being compromised. It is now 
commonplace to read daily headlines reporting on the latest data breach in which 
millions of people’s personal information has been leaked.

Relying on financial services institutions to monitor, alert customers, and 
remediate losses only goes so far. And while technology advances to keep 
personal information secure, so does the intelligence and technology of those 
seeking to access it maliciously. As individuals and organizations share their data 
with more third parties, over more devices and across the Internet of Things (IoT), 
the opportunity for security breaches continues to increase every year, as does 
the number of identity thefts.

Corporate leaders who are responsible for managing strategic, financial, and 
reputation risks may not realize how negative an impact the theft of PII can 
have on their businesses and employees. But they quickly see the collateral 
damage when downtime, misdirected attention, and absenteeism creep into 
the workplace. Lost productivity from distracted workers, potential breaches of 
valuable data from Bring Your Own Device (BYOD) logs tied to company networks, 

and the emotional drain resulting from the theft of PII all have 
quantifiable costs.

This Executive Brief highlights the challenges facing today’s 
business leaders when it comes to combating identity theft 
in the workplace, the negative impact resulting from data 
breaches, and the workforce productivity losses associated with 
identity restoration and remediation. 

This paper also discusses the benefits of offering identity 
protection to attract and retain today’s modern employees — 
by providing them with a benefit that reflects their “always-on” 
lifestyle and the risks of an increasingly digital world. 

Also featured are the real-word case studies of three companies 
who made the choice to proactively address the risks associated 
with identity theft. The Executive Brief details how these 
companies implemented best-in-class Identity Protection 
Services (IDPS) to protect what matters most: their employees, 
their key stakeholders, and their business.

Corporate leaders who are 
responsible for managing 
strategic, financial, and 
reputation risks may not 
realize how negative an 
impact the theft of Personally 
Identifiable Information can 
have on their businesses and 
employees. But they quickly 
see the collateral damage 
when downtime, misdirected 
attention, and absenteeism 
creep into the workplace.

Introduction
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Protecting Against Identity Fraud  
Helps Foster Employee Well-being 
Attracting and retaining valuable employees is top of mind for a computer 
graphics company serving the hypercompetitive PC, mobile, and cloud computing 
industries. With a strong focus on employee well-being, this firm wanted to add 
a meaningful benefit to meet the increasingly individualized needs of its diverse 
community. Providing identity theft protection as an employee benefit enabled 
them to demonstrate their commitment to protecting employee information in 
the event of a corporate or personal data breach.

This technology company had specific goals it wanted to accomplish with its 
benefits program, so they sought a comprehensive identity protection solution 
that would monitor each employee’s digital footprint and detect suspicious 
changes in personal, financial, and credit information. They wanted the solution to 
provide an early warning system with instant notification to the employee’s digital 
devices when the security of Personally Identifiable Information (PII) is deemed 
to be at risk. If someone did become a victim of identity theft, the employee had 
access to fully-managed recovery services and up to $1 million in identity theft 
coverage (per employee).

The Results 
Adopting identity protection services — one of the fastest growing and creative 
employee benefits — allowed this technology company to control total 
compensation costs while delivering a service that their workers value. It not  
only eases a major source of worry for its workers, but improves overall 
productivity by limiting down time and employee stress associated with 
remediating identity theft.

Providing identity theft 
protection as an employee 
benefit clearly demonstrates 
the company’s commitment 
to protecting employee 
information in the event  
of a corporate or personal 
data breach.

Case Study:  
High Tech Company Bulks Up Benefits
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Case Study: High Tech Company Bulks Up Benefits

2    Willis Towers Watson, 2016 VBS Survey

Did you know that Identity 
Theft Protection is one of the 
fastest growing employee 
benefits? According to a study 
by Willis Towers Watson, 35% of 
employers offered IDPS in 2015, 
and that rate is expected to 
double to 70% by 2018.2

1   Internal Revenue Bulletin Announcement 2016-02

Comprehensive Identity Theft Protection  
Gives Employees Control
A high-tech company discovered numerous benefits from specifically  
selecting and deploying IdentityForce’s Identity Protection Services (IDPS)  
to its employees:

• IdentityForce was quickly and easily 
integrated into the company’s 
existing HR platform with virtually 
no downtime during open 
enrollment 

• As a subscription-based, hosted 
solution, packaged and priced as 
a group benefit, service updates 
and enhancements are made with 
little operational or technology 
requirements at the client level

• With robust reporting and 
documentation capabilities, 
IdentityForce also facilitates 
routine security compliance audits, 
relieving a major headache for 
CIOs, CISOs and other security 
professionals

• IdentityForce is a tax-free service,1 
and the employer opted to 
provide the solution to all eligible 
employees on their first day of 
employment, 100% paid by the 
company

• IdentityForce also included free 
identity protection to employees’ 
children, along with an affordable 
option to protect additional  
adult family members for a low 
monthly fee

• IdentityForce provided a data 
breach guarantee, a unique 
service designed to protect the 
employer in the remote event that 
the IdentityForce data center is 
compromised
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Detecting Data Breaches Before  
They Compromise the Enterprise
A global aerospace leader that provides complex technical services and 24/7 
worldwide support for unmanned aircraft systems needed a solution that would 
provide an elevated level of protection suitable for a company in this highly-
classified business. Given the fact that staff have access to sensitive defense 
information, all employees must have security clearance. However, one of the 
firm’s vendors experienced a security breach through a “spear phishing” email 
attack — a targeted email engineered to look legitimate and fool even tech-savvy 
users — that exposed the company and a subset of its employees to personal 
identity risk. This prompted the company to seek a reputable identity protection 
partner capable of providing robust, ongoing identity protection as part of an end-
to-end enterprise solution. 

Being Proactive and Launching Identity Theft Protection
The aerospace company wanted to prevent future risks to employee and company 
information that might lead to a massive disruption in its business operations. 
They also wanted to ensure that their employees wouldn’t have to deal with the 
distractions caused by identity theft. After an extensive search, they selected and 
implemented IdentityForce’s flexible, large-scale identity theft protection solution 
to address the needs of their organization:

• IdentityForce’s solution was offered through rolling open enrollment, making it 
available to new employees on their first day

• Employees could sign up for IdentityForce as an employer-paid benefit via 
phone or electronic device for rapid activation

• Each employee was covered by IdentityForce's comprehensive identity 
restoration services, including a $1 million identity theft insurance policy, 
regardless of whether they took advantage of all the services

• More than one-third of all company employees added IdentityForce’s identity 
protection for their family members

• During open enrollment, the Human Resources team was supported with 
co-branded emails and an interactive educational video to boost employee 
engagement 

• HR leaders could access an interactive IdentityForce dashboard — featuring 
real-time metrics — to help them glean insights into uptake and usage rates 
among all employees

Case Study:  
Aerospace Leader Flies High with Identity Protection
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The Results
Now this security-focused company has an extra layer of protection built into its 
operational environment, along with immediate access to IdentityForce’s team 
of experts in identity theft protection and restoration should any type of incident 
occur. Taking a pro-active approach is key to reducing the risks for this safety-
minded organization.

Case Study: Aerospace Leader Flies High with Identity Protection

Data Breaches by the Numbers
Data breaches — essentially loss of control of private 
information in the public domain — affect nearly all 
organizations.

• Identity theft is now more common than credit card 
theft

• Data breaches increased 40% in 2016

• 95% of all data breach attacks on enterprise networks 
start with a sophisticated and targeted email attack 
called “spear phishing”

• In 2016, 225 organizations worldwide were impacted 
by data breaches every day

• The average total data breach costs the victim 
organization $7.01 million

• Even a hack of the U.S. government leaked 100 million 
Social Security Numbers in 2016

Sources: Gemalto, 10 Facts You Need to Know About 
Data Breaches; American Institute of CPAs (AICPA)
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Safeguards High-risk Employees from  
Identity Theft “Mother Lode”

One of the core principles in corporate governance is to protect 
the organization’s highest-risk stakeholders from identity theft: the 
senior management team and the board of directors. These highly-
compensated, highly-visible business leaders have access to mission-
critical company information that, if compromised, could lead to 
devastating losses. Fraudsters focus on these high-profile employees 
because they represent the “mother lode” of company intellectual 
property and personal financial information.

The risk of identity theft was on the radar of a leading global 
manufacturer of quality kitchen and bath products. The U.S. company 
wanted to provide its board of directors and other key stakeholders 
with comprehensive identity protection. Senior management realized 
that the threat went far beyond any single individual; any stolen 
identity could negatively impact the company’s brand and market 
value. Acting on the recommendation of their benefits consultant 

and benefits provider, the company rapidly deployed IdentityForce’s solution to 
provide the following safeguards to key employees and stakeholders:

• A concierge-level, fully-managed, and personal restoration service solution, 
staffed 24/7, offers round-the-clock access to expert resources

• IdentityForce’s identity protection solution, entirely paid by the company, has 
100% participation among its high-risk stakeholders 

• There have been no security incidents in the more than eight years since 
deploying IdentityForce

• Core IdentityForce services focus on credit reports and credit scores, credit 
monitoring and alerts, advanced fraud monitoring, bank and credit card activity 
alerts, among many other features

The Results
As enterprises operate in an increasingly global environment, protecting the 
identities of their key personnel is just as important as maintaining control over 
their high-value business assets. With advanced identity theft protection in place, 
corporate leaders can rest easier knowing that their senior executives have the 
necessary early warning and response mechanisms in place to reduce the risk of 
value-destroying hacker intrusions.

Case Study:  
Fortune 500 Manufacturer Locks Down Personal Identities

As enterprises increasingly 
operate in a global 
environment, protecting 
the identities of their 
key personnel is just as 
important as maintaining 
control over high-value 
business assets.
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A Checklist for HR

How to Evaluate Your Identity Theft Protection Partner 

Research | Start by gauging 
how responsive the company 
is in terms of answering your 
questions or participating in a 
due diligence process. Always 
look at who is behind the 
identity theft protection  
vendor — is it privately 
held, with owners’ personal 
reputations on the line, versus 
a big company that may be 
beholden to outside interests? 
Is there continuity within their 
senior leadership team? 

Reputation | Make sure 
that that your identity theft 
protection partner has a clean 
regulatory and compliance 
history. Identity theft security 
is an industry beset by false 
advertising claims. Partner 
with only the most reputable 
organizations.

Flexible Pricing | There is 
a major advantage to offering 
identity protection services as 
an employee benefit. Find an 
identity protection provider 
who will work with you and 
your team to provide a pricing 
model that works within your 
budget and time frame? Most 
services should be available 
for immediate roll-out so 
your employees don't have to 
wait for open enrollment or 
onboarding. 

Services | It’s important to 
ensure that the most important 
services are included, such as 
child identity theft protection 
and mobile app availability. 
It may be tempting to select 
a service based on price, but 
comprehensive coverage 
matters more when an incident 
occurs.

Engagement | Understanding how your identity protection partner 
handles onboarding and ongoing education is important. You want to 
be sure that your employees are taken care of from pre-enrollment 
through registration, and for the life of their membership. Make sure 
that the benefit is portable when employees retire or separate from 
service.
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 Identity Theft in Your Workplace

Summary
Identity theft is a serious and escalating problem for both employers and 
employees. Identity theft imposes tremendous costs in terms of lost productivity 
at work, personal stress, and health concerns. As a result, Identity Protection 
Services (IDPS) have quickly become a high-value employee benefit. Workers may 
need to spend dozens to hundreds of hours to restore their personally identifiable 
information, so any steps you can take to eliminate that potential headache likely 
will be paid back many times over in improved employee morale and loyalty. 

Better yet, the commitment to provide IDPS further demonstrates to employees 
that you are an employee-centric workplace that wants to attract and retain 
the best talent. Offering identity theft protection also removes a major source 
of distraction for employees who would otherwise would be taking time and 
attention away from work to deal with stolen identity issues. Furthermore, 
protecting your employees protects your critical company data, including valuable 
payroll and HR platforms that house retirement and medical benefit information. 

Ultimately, every company that values its employees as a strategic asset should 
consider adding IDPS as part of an efficient, effective, and comprehensive benefits 
offering.

The Impact of Identity Theft 
on Employees & Employers

• More than one-third (36%) of victims 
said the identity theft incident caused 
them moderate to severe emotional 
distress

• About one million employees miss 
work each day because of stress

• 60% of employees said they have lower 
productivity at work because of stress

Source | Insurance Thought Leadership.com

“ We’ve heard from victims 
who actually compare 
[identity theft] to having 
a disease where they feel 
that their identity theft 
issues are in remission, 
but they’re never fully 
cured. You can think 
you’ve taken care of 
it, and then it pops up 
again a year or so later.”

~ Eva Velasquez,  
President & CEO, 
Identity Theft Resource 
Center



Find out how IdentityForce solutions can help you protect what matters most. | www.identityforce.com  |  1-877-694-3367

Find IdentityForce on:

©2017 IdentityForce, Inc. All other trademarks or trade names are properties of their respective owners. All rights reserved.

About IdentityForce 
For nearly 40 years, IdentityForce, Inc. has provided best-in-class, highly scalable, award-
winning identity theft, privacy, and credit protection solutions to consumers, businesses, 
and government agencies. A pioneer of identity protection, IdentityForce’s innovation and 
customer-centric approach has made the company a trusted partner for both organizations 
and individuals. IdentityForce also provides custom-tailored programs to organizations 
enabling them to build closer relationships and additional revenue streams. In 2015, the 
U.S. government awarded IdentityForce elite Tier-One status as an approved provider of 
identity protection services for data breaches affecting over 21.5 million people.  
Visit www.identityforce.com to learn more. 

Act to Protect Your Workforce Today
The three business case studies in this Executive Brief illustrate how forward-
thinking companies are evolving to meet the increased risks of the digital age, by 
putting technology and processes in place to minimize disruption should a data 
breach occur. Key to their success is the fact that each company partnered with 
IdentityForce, a company that has been has been providing personal information 
security and protection services for nearly 40 years, with a focus on identity 
protection and breach response services for more than a decade. IdentityForce 
brings to each of these companies proven capabilities and professional expertise 
to help monitor suspicious activity and quickly restore stolen identities in the 
event of a breach or theft.

Learn more about IdentityForce’s employee benefit solutions.

“At IdentityForce, we are 
committed to ensuring 
that our members have 
control of their identity 
— anywhere, anytime. 
As a result, continued 
collaboration with our 
user community, along 
with the organizations 
that rely on us every day 
to protect the personal 
identities of their 
employees and clients, 
is at the forefront of our 
product development 
strategy. We want 
everyone to have the 
assurance, confidence, 
and increased protection 
we all need in today’s 
digitalized world.”

~  Steven Bearak, CEO, 
IdentityForce, Inc.

Your Identity Theft Protection 
Partner for Life


